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Summary:

w  The cwrrenl lnlemet addrescing system, Infemel Proloosl eersion 4 {IPud], i nearing
axhaustlon and a new expandad numbering cystem, Internet Protocol verslon & (IFVE), has
been creatod. The switch to IPWE will require a transition peried of sewveral years and
transition mechanisms in order to give everyone access to the entire Internet. (U)

#+ This transition penod presents vulnerabilities tor criminal cuploiation bocause it creates
numerous security gaps. (U)

& It Is assessed with high confidence that cyber criminals will use tha transition mechanlsms
af IFvs to carry out thoir illick actrtics until computer scounty measures are reconfigured
to Block them. In addition to connectivity, the pending shift to IPvG will warrant better
public education as to how gouerormesnts, bosinesses and individoals can gain protection
II-F[IH‘I uRwElcama iIntruslang. (a]
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Just &s new telephone srea codes are implemented to serve prowing populations. an expanded
addressing system is necded to accommodate the increasing number of dovices connecked o the
Intarnat. Undar the currant systam, knoman as Internet Frotocal warslon 4 (1), tha pool of avallable
arhle s i swar inp Belhanstivon The last Bed Al s, tllu-l anarnilsars, et callomee ooem bimses, 1o i|||-||||illr
each other on the Internet) are expectad ta be assigned in North Simerica by @arly 2012, In Asia® the last
block of addrosses was released in the spring of 2011 and in Britain® the last sddroesses are currcntly
baing allecatad. (U]

In response to this pending address imleret Protecel | | intermel Brotocal
dapletion, Internet Frotoosl verslon & vevsboit 4 (IPwd) | version & [IPvi)
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an expanded numbering stem 19 Agie e 37 bt e 125 bit numbece
allow for 40 undecillion (10" now
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The switch bo IPvE canmot hagpen owernight, It will likely be years betore it will be used exclusively,
micanmg transibion mechamsms must be implemented $o allow it o operate alonpmde the current 1B
syitem and 1o ghwa users accass to the entire Intarnet. 1t 15 this transivlon perfod that presents the
groated wibie aldlities for coiminal sxploiratinn escamsas Thie Dol asaed T assist thee conwiesion 1o 1P,
in effect, give cyber criminals more avenues for atéack, (U]

Thee feoallenwing asaament swill ook at bow the tramsiliven to PR sl ingsact Camnadian L endonmment s
abilily to police eyber rime in the nexl 12-24 mentbs and how criminels can exgloit these transition
micchamisms to further thor lhet actmtios. (W)
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Current 5Situation

Uybrer cnrmimals succeed, 0 parl Beciwse Canadons let them mile ther systams thrauph ther own
farlure to fully understand the potantlal sewverltty of, and protect agalnet, artacks. Cybar crima s most
val b silennl . Wickins aren®t aware ol what bas happesssd B e ansd esen sden they ave, Thesy peesume
attacks are nothing more than & nuisence and they do not equate them with having serious
consoquences tor themsehos or their arganization.”  |here are warious types of cgber cnime. Same
axplalr axieting vulnarabilitlas In sofowara and hardware, Others can wick peopla inte infacting thelr
cornpalees wilbomabicewes soalleane, ko as eralacane on Lake acheantages of preopale e odo ool clunges

their passwords freguently 1)

Sorme tepey af oykser crime, such as botmets, are baliewsd to be linked 1o orpandzed crimea ™ A hotnet s a
metwicrk of personal computers (PCs) that has been Infected with mallcious programs. The criminals
cascentially hijack the PCs te send spam, attack and shat down web sites with Hleads of traffic and steal

persanal data such as banking infarmation and p:l:murl:ls: Botrets are increasingly a problem far law
enforcement as they have not only become more presalent in the last 12 months, but they are resourcoe

mlemmsive D ivvwesligale aonlinleooativaal o soogae || |:|

ft 15 not yet known what Impacy the transition o IPYS will have on criminal acthany and how law
wnilorcament can besd r|-"1|||n'l|]. This i= in |.-|||g_|-| Pt bes e v ave tlaee different fransition vrpalizans,
each with ity own vulrerabiliies or challenzes, and much will depend on the option chosen by each
Internet Sorvice Prosider (159), %overal of the large telecommunications companics aperating in Canada
hava Indicatad they are Bhla 1o “support” IPWE, howsver It Is not claar whart exactly that maeans. (U]

Ihe three types of transition options are:

= [ual Stack Conflguration: Alkows IPG hosts and reuters to b= implemanted in such a way that
Hmy o co-caisd wilh (P Brasbs ard routers, (U

®  Tunmeding Alloawes IPS Toests Al comlens lea comme=e ] weillo ool B 1Fuf Lesds aned somilees ooeer e

existing IPvd Intermet, (U]

& Translation: Various methods of translation [MAT, MaTGd, WAT-PT) are needed to alloe (Ped

hwests Fon conmmmuniz ale weith IPuwd seneers anl baasts (L

In Carvdi, there bas been oo criminal activity Hnked to 186 as the protooal s not yet operating on s
il ﬂwi”l::ur |F'u'\4:l. Hunarpwesi, ROKP L.pln-rl vl irmesligators share many af the sarnee oo

expressed by their Dritish and American colleagues, [L)

"The term “evber criminnl” meludea hnchera, spammera, hacktivists and nnvene che ming the cyber world ta
perpistrare Nl setblity
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I the Linited Kingrom, the Serioos Chrganised Crime Sgency (S5O0A) s that the adogtion of 1P
could l=ad to a signiflcant Increase in ovber crime Investigations will be more difficult because of the
Eilligng af demain names and M addressos availaihe Ter use omee M s tully adogted, {1

A the very least, oyber cnme causes mconvervance when people metakenly bnk to infected sites orf
imstall compromised code on their home computer, causing It to crash. In other cases, personal
imlarmativan sl as Branking passwords coulil he compeomisesd cesalting in livancial oss Do e oot

serious cazes, cyber crime can reault in widespresd damage: (L)

v A Bovember W01 Reoless neses cepearl abonsl ane FRI ipesigative inlo lasl geear's oyler allack
o thee exchanges company Masdag OME stated weak securlty measures made the company an
casy target tar hackers, While trading systems were adequately protested, same computars
had aut-of-dare softwars, misconfigured firewalld and unipetallad eecurity patehes thar could
have repaired known bugs hackers could explott. ™ This incident demonstrates how Impartant it
is for companies to ensure thelr security measures are cureent and it also highlights the
patertial rizks thet exist it finsncial treding systems are not adequately protected. (L)

v Bewly dewslopea] sollveare calbad ROS — BEeende Conlral Syslem — can enler A digilal desvics
undetectad, bypass the most sophisticated electronic defences and disrupt arything frem a
railway signaling system to a nuccar poswer station. While the technolagy s intended as an
invadtipative taol far law enforcamant and sacunity aganciag angaped in sountar-tarratiam and
courter-ssplonage, by existence points e thes kimd of sxterslve damage that those wanting 1o
wreak havees could cause. ' (L)

Challenges and Opportunities for Law Enforcement

Investigation

Coriminsd intediieriee
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Under IPwf Banwesesr all
davlces im ona house will have a saparate IP addrace. Tha naad
tar individual user names and passwords makes it difficult for
somiecne to deny they wers using a computer at the time of an
atback (A)

Criminal Exploitation

IPvls is mot vet in widespread use in Canada but is currently enabled by default on many bome and
business comaputers, allowing cyber criminals to maniter communications. This creates wulnerabil ity as
firewalls are NOT YaT 58T Up To monitar 1P, potertially allowing cybar criminals to uviliza alternata
vemmranicalices channels Thal roay ool B roossitered by IPed Tieewealls on lolrosioes Dieleslion Syslenm
(D5 105, a more sophisticated method of finding suspiclous traffic than firewalls, may also igrore the
I8 oF tunncling fram M, The hay to prowenting mallckous attacks 15 to contigure tiressalls and 105 ta
datect and block an Intrusion. Cybar criminals count on a lack of viglance ragarding the sacurity of
personal ard weork compotess and desices B carey oot thesle et acthaties (L]

Thara I8 also a “privacy axtansion” aption within 1P
whish wedsen aclivaled by A omeen, rammboonly changes the Lasd poelion ol The 1P adideess I:M rirlia Seapss
Coritral, or MAC, address), so users of & device (such as a smart phone, lagtap. personal computer, et
can still be connccted withaut part of their 1P address being revealed. '™ While the imtention is to otfer
usare addad privacy protection, it alse provides another meane to conceal fnfarmation or launch

targeted attacks This feature makes it difficolt foe L enforcement te link the same perses b sevesal

i
Crimdnal lvlolligancs
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Looking Forward

Tha coming year & expectad 12 be a significant one for IPeG adoption In Canada. Some of the bigger
faes i The teleccmmaenicativns i n]lnrllll Al l|.ur||-|||1|lr |.n'||'.'i||i||,u_ cualoimers will tiial socess to [Pl
services or plan b in the coming manths, Cthers are making investmaents in the necessary pregaraticons
and infrastructurs upgrades to ensure residential custamers have no disruption nservice. ' (A

Barrimp any signilicand improvements in security preparedness, cyber criminals awill cordinee te eaxplait
the above-mentioned paps to carry out theer albet activties. The transition machamems bebeean the
current protocol and 1Bl are where the new threats and solnecakbilities will emerge

In addition, law enforcement will need to be cognizant that competitive and financial interests could
influgnes hew forthcaming 150 will Be in repsrting security ssdes with the PG trandition, A ce
aperabive relationsbap with these cormparnes woll help galice determing how erirmmals are expleting the
transition to IPyE and develop the most effective countermeasures for crime prevention, (a)

A% IPWE bBacomas Incraasingly pravalant, oyiber criminals will be abla 1o Inflicy graater damaga dua 1o
thelr abdlity to hide their IPwG malicioms code by osing 1Ped ax g tonmesl,  As bhee intesgration to IPeS
Increases, more vulnerability wlll 2merge. However, toan b2 expected that 15Ps will also have no cholez
but te devate more time and financial resaurces to devising solutions and now ways to detect and
propest againer erimingl micuge of IPvE, Tha windsw ol appoerunity Tar idantifging and ractifying
pestentlal proshlems & bafore, ot after, P8 becormes the only option for sobseribers and criminals haves

leairmed even more soplesticated modes of attack. (&)

I r avmarsnen | el b bighs el e Hhal ol arimrinals will ves Hie Deansition ooecbarsisoe ol IPué e

carry aut their illicit actiwities until such time as firewalls ard 105 sre reconfipured to block them.

pevasm reniensls, bosivesses aned inelividoal asers ol cornparlers amd meshiles dewiees can gaine prestection

against urweloome intrusions. (A
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